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PythonkR ERIZED kL —3 > J ez 71/8— U fegemdY5ERL U Teo
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https://github.com/udzura/rbbcc
https://github.com/iovisor/bcc/blob/v0.10.0/docs/reference_guide.md#bcc-python
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Python Ruby APIERI REAIT (FE

BPF RbBCC:BCC class  OK

UsSDT RbBCC:USDT class OK

BPF.attach_kprobe BCC#attach_kprobe event OK

BPF.attach_kretprobe | BCC#attach_kretprobe : event OK

BPF.attach_tracepoint | BCC#attach_tracepoint : event OK

BPF.attach_uprobe BCC#attach_uprobe event OK

BPF.attach_uretprobe | BCC#attach_uretprobe : event OK

USDT.enable_probe USDT#enable_probe event OK

BPF.attach_raw_trace BCC#attach_raw_trace : event OK

point | point

BPF.trace_print | BCC#trace_print output OK

BPF.trace_fields BCC#trace_fields output OK

BPF.perf_buffer_poll BCC#perf_buffer_poll output OK

BPF.get_table BCC#[], BCC#get_table | map OK BEANRT—TIVIFREEFH

table.open_perf_buffe PerfEventArray#open_ map OK

rs . perf_buffer i ‘

table.items TableBase#items map OK

table.values TableBase#values map OK

table.clear TableBase#clear map OK

table.print_log2_hist  TableBase#print_log2_h | map | OK —8A T2 3 ViFsF
st i ‘

table.print_linear_hist = TableBase#print_linear_ | map | OK —EA T2 3 Y IERIGH

' hist

BPF.ksym BCC.#ksym
‘BPFksymname | BCC.#ksymname helper  OK
‘BPEsym | BCC#sym helper ~ OK 7KLY THREE
'BPFnum_open_kprob | BCC#num_open_kprob helper  OK
es L es i ‘




Ruby7V ¥ I—> 3 VR 2019 RIKHKEE

BCC Python Tutorial® #1/\—
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Lesson 1. Hello World h L—212 & BHello world&R 0K
Lesson 2. sys_sync) sys.sync) H—FLEEORL—Z oK
Lesson 3. hello_fieldsrb | kprobe&trace_fieldso®im oK
Lesson 4. sync_timingrb syncQO®FEEONL—Z oK
Lesson 5.sync_countrb  sync@QOEFEKORR oK
Lesson 6. disksnoop.rb N—RFARIADREDLAFYVER oK
‘Lesson 7. hello_perf_outputrb | BPF_PERF_OUTPUT 0®E oK
‘Lesson 8. sync_perf outputrb  sync_timing £BPF_PERF_OUTPUTAIFIICZE  OK
Lesson 9. bitehistrb | Disk /O ¥« XD &' ShER oK
Lesson 10. disklatency.rb | Disk /O LAFY¥DEA RIS LRE oK
Lesson 11.vfsreadiatrb Vs read) DL+ 7>y EEBHOCEIER oK
Lesson 12, urandomread.rb urandomAQ#fEEtracepointi®E TR L—2  OK
Lesson 13. disksnooprb fixed ~ disksnoopZtracepoint@BTOEEL oK
Lesson 14. strlen_countrb | lbchstrlen)DIFOE L €S oK
Lesson 15. nodejs_http_serverrb  nodejs@¥—/\QUSDT® hL—Z oK
Lesson 16. task_switche 9x7®:/%71|\x4/5¢w:§%;§f0|< """"""""
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FFIEWSFETEELTWS, ZhidlibbecfflicFEHRE 1% Pythonhik & [A UEEAEH TH .

libbccD/\—' 3 VRIDORIGIRRZERIICRUT, #EmE LTI 0.10.0 ~ 0.12.0 [CBLTIE
EETDESICHEREL. BENDCIDTRAKNY =Ty MNERZESICEREEZRERBLU .
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PythonhR M 3R & [F% Dexamples/tools*DBHE% 1T> TR LTW5,

PythonD /N1 > 7 1 Y JRE E DHE
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4 Rubyhi - PythonhR® LB

I5HH RubyhR Pythonhk -5
HETDhL— H—RLARYOH A=FIANY R, FYRT Ry T EEOR
w0 TONL—yyy BEIEOWTIBERRE
RFaxXvh Getting Started. Getting Started.
EANBFaI-RUTIL. ERNBFa-—FUTIL,
EFOYY TR BEAYYTIILI—R
libbcc@#tis  0.10.0, 2TON-Y3Y gobpf73 & DIEFIHEE
0.11.0. (ibbecERMC UMY RUT  EIBAIU &S
10120 BRI TWRID) EEHZ .

AYAR—)L  libbcclcfkE S B/, T PythondI—RESH/CyT—
TIUsgemENTNOAY YBBZVWERLIEILR,
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5 https://github.com/iovisor/bce/tree/master/src/python [EFH. Lua. GoEENDEEHD


https://github.com/udzura/rbbcc/blob/master/docs/getting_started.md
https://github.com/iovisor/bcc/tree/master/src/python
https://github.com/udzura/rbbcc/tree/master/examples
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RbBCCIcDWT, A SHDOBEEPELEZ R,

1) Fa—MUZILOBRAXEI. RubyS UWFa—KYUFPJIVIEBEBDENZEETLTWS, £, %
D) T F7FLYAPRFAAYNDREHEMNEEEZI TS,
2) PythonfR D¥EBET—EEA/N—TETVWRWEDERET 2, TARN T —ADHRHED,

RIERRDFH(2) - RoBCC%/EMA LU 7cRubyR D=l

W\ C. RbBCCZHMAL Y —ILBIv, RERTORAHIZ2RR Y,

BPFQLS(E. eBPFIC ks L —XZEE17%Ruby/YAML DSLZFIBUEIR TSIV NT A
Y =)L TH B

BFEDY —I)L & UTldbpftraceMBFEELTWB A, bpftraceldDTraceEZED & S IR D
74—y ~OAZDSL (K1) ZHALTED., CEPERNRBEOERICETOIX MHH D
B ENEZSEN S,

X1 bpftrace S & D

BEGIN
{

printf("Tracing block device I/0... Hit Ctrl-C to end.\n");
}

kprobe:blk_account_io_start
{
@start[argd) = nsecs

}

kprobe:blk_account_io_done

/@start[arg@)/

{
@usecs = hist((nsecs - @start[arge]) / 1000);
delete(@start[arge]);

clear(@start);

BPFQLTIE. YAML3 % WIZRuby®REEDSLIC& D, eBPFD /T, #ESHICEERTE
2L Ufce XCERSQLZEM B D ER>THED., HHIEEERNICFIATESLSICER
LTW3, Ffc. Ruby®dDSLICE D, #EDRUPREZRICKLZ2BHDRA v FiaE, < EE
BARGIIARZANYPTVLSICLTWS, X7 U T NDHIERK2ICRT,

6 https://github.com/udzura/bpfagl


https://github.com/udzura/bpfql
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X2 bpfqlEEDHI

BPFQL: BPFQL do
X . select "ts", "comm", “pid“, "__syscall_nr", "ret"
- select: [pld, ts, comm, gOt_bltS] from “tracepoint:syscalls:sys_exit_read"

if ENV['TARGET_COMM')

where "comm", is: ENV['TARGET_COMM']
where: "comm is ruby" elsif ENV['TARGET_PID']

where “pid", is: ENV['TARGET_PID']

from: tracepoint:random:urandom_read

end
end

BPFQLIFIRTE. PoCL )L TtracepointdHR— K DHEZEINTWS,

Rack::EBPF

Rack:EBPF7(&. Rack MiddlewareDHE cUSDT8ZEHIAB Z &ic kD, VI T AMNBEAT
DeBPFIc L&D ML —XZFEIRBUEETH S,

FBORRIE, sHEISRE 9 S5Ruby on Railsi EDRackR—RD 7 U r—y3>D5147 3
') [Crack-ebpf gemZ&#&. Z®_ETRack Middleware& ULTEREZ1TS (K3) »

X3 rack-ebpf®D & E

require 'rack-ebpf'

Rails.application.config.middleware.insert_before Rack::Sendfile, Rack::EBPF

XEH#. Rack MiddlewareDfFtEE4EN UL, B—DJ I T XA NDRABEANS LARY A %EAE
BUEDS IR TRAEETOARY NEZAL Yy NEfITeBPFIc T&EST. X925 (K4)
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https://github.com/udzura/rack-ebpf
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# bundle exec rack-ebpf-run 5222

Found fnc: on_usdt_fired

Found fnc: tracepoint__syscalls__sys_enter_read
Attach: syscalls:sys enter_read

Attach: p__proc_5222 root..usdt_marker_so_0x799 5222
Tracing... Hit Ctr1-C to end.

~C
count of read ;. count distribution
0 -> 1 L 274 | % |
2 -> 3 : 253 | %% k% |
4 -> 7 494 |********** |
8 -> 15 ~ 1020 |******************** I
32 -> 63 986 |******************* |
=5 sHAIBERRE. EXEO R
=)= KBYITARNE FHUITANERE 80/90/95/99/8—t v 51
probe& 30 322216( s) 3236/252/267/311( s)
"b}&bé&:}ﬁf o éié 74 (ms) ééé/é&%)ééé)ébé"(Eﬁ'éj """"""""""""""""""""""""
%'fé@n%?&.:t@tﬁ
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DOEREP, EUIVIANTESNZRUbyA TV 7 NDOEKP XY v RIFUH U RO TR1E
REEREL, ZOMFIBAEEZRF 2 XY METZFETH S,

9 https://github.com/udzura/ragrant-2019-demos/tree/master/tracee Y > 7L TlE. FEDT7 D
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OHEAEH/ISTA—FIE ab -c 50 -n 5000 &LTW3,



https://github.com/udzura/ragrant-2019-demos/tree/master/tracee
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Red Data Tools & ME#
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Charty(dfl X [£unicode_plot’2i2 ED, H&H EDBCCHSFATERVWK SBRARIL RN S
NIERIELTWS, £cRuby®d T ZX7 A (RubyGems/Bundler) %5EF U EEEPIRE
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ZRRZHEITIDENH S,

SE & TICPythonifkBCCTDRED Y >~ FIL &2 BRT %o K6IdE. HTTPY—/NDEZ T 5F
XDIVIVIARNZAY - AT—FRFZAVZANENE RN L—RXTBZHDTH 5,

K6 Python BCC I & I# 2HTTP snoop

# python examples/networking/http_filter/http-parse-simple.py -i docker@
binding socket to 'docker©@'

GET / HTTP/1.1

MHTTP/1.1 200 OK

GET /favicon.ico HTTP/1.1

HTTP/1.1 404 Not Found

R

AZ7OVV NTOREICHED, X5 —DERM—I AICIEEGERICRA RE T R/IN1
AR TATT7EWIEW e,

e, LBV —RY NOMERZEN S A, WINKE BREBMEEREY Y —DIRTEX
LE. TERERLEECIIARICEIZ 7 RINAM A&, BPFQLOTTERZ 714 T 7 =B Uiz, &
DFZED THILZEREL EIFW,
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https://github.com/red-data-tools/unicode_plot.rb
https://github.com/red-data-tools/charty
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